NMPOrPAMMHOE OBECIEYEHUE
«F6 Attack Surface Management»
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TEPMUHbI N COKPALLUEHUA

TepmuH OnucaHne
Bro BpenoHocHoe nporpammHoe obecneveHne
3akasuuk JInuyo, KoTOpOE MCNONb3yeT Ha 3aKOHHbLIX OCHOBAHUAX
MO Ha ocHOBaHWM 3aKIIOYEHHOro AoroBopa
WcnonHutenb Pabotel WcnonHutena Ha  NPOTSKEHUM  BCEro
XM3HEHHOrO LMKIa MOryT UCNOSTHATLCS:
e AO «bYOYLWIEEv;
o KomnaHuen-mHTerpaTtopom, no Bbibopy
3akasuuka
rno MporpammHoe obecneveHne «F6 Attack Surface
Management»
PaspaboTtumnk AO «bYOYLIEE»
C3U Cuctema 3awmtbl MHpopmaumn
Yrposa lMoTeHuManbHO BO3MOXXHOE NPOUCLLECTBME,

npegHamMmepeHHoe UM HET, KOTOpOoe MOXET OKa3aTb
HexenaTtenbHoe BO34eNCTBME Ha cucremy mnn

XpaHsiLLytocs Hpopmaumio

API (Application Programming

Interface)

lMporpamMMHbIN MHTEPAIENC, TO ECTb ONUCaHNe
crnoco60oB B3anMoaencTBMst O4HON KOMMbLIOTEPHOM

nporpamMmmbl ¢ opyrummn

JS-cHnddepl

BpenoHOCHbIN KO, BHEAPSAEMbIN 3110YMbILLIEHHUKAMMN
Ans nepexBata BBOAMMbIX Nofib3oBaTenemM AaHHbIX:

HOMepOoB ©aHKOBCKMX KapT, UMeH, agpecoB U T.4.

DDoS-ataka (Distributed

Denial of Service)

ATaka, Lenblo KOTOpPOoW SIBMNsieTCs neperpyska ceTeBbliX
pecypcoB, Aenast UX HedoCTYMNHbIMU ANst UX 3aKOHHbIX

nonb3oBaTenen

DMARC (Domain-based
Message Authentication,

Reporting and Conformance)

TexHunyeckas cneundukaums, cosgaHHast rpynnown
opraHusauun, npegHasHadeHHas Anst CHUXKEeHUs

konuyectea ClMNAMa 1 ULLIMHIOBbIX 3NIEKTPOHHbIX




nmcem

DNS (Domain Name System)

KomnbloTepHas pacnpeaeneHHas cuctema ans

nonyyeHust Hcpopmaumm o JoMeHax

DNSSEC (Domain Name

System Security Extensions)

Habop pacwuperHnn IETF npotokona DNS,
No3BONALWMX MUHUMN3NPOBATL aTaku, CBA3aHHbIE C
noameHon DNS-agpeca npu paspeleHnmn QOMEHHbIX

UMEH

RDP (Remote Desktop

Protocol)

MpoTokon, Ucnonb3yLLmMincs ansa obecneyveHus
yOoanéHHol paboTbl Nonb3oBaTens ¢ CEpBEpOM, Ha
KOTOPOM 3aryLLleH CEPBUC TEPMUHATbHbIX

NMOAKITHOYEHUN

SaaS (Software as a Service)

Mopenb o6crnyxmBaHUs, Npy KOTOPOK NPOrpaMmMHoe

obecneyeHune pa3mMeLeHo B obnayHomn

NHJPaCTPYKType

SIEM (Security Information

and Event Management)

MporpammHble NpoayKThl A4nsa cbopa n aHanmnsa
MHdopMaunm o cobbiTnax 6GesaonacHoCTH.
McnonbayoTca ans MOHUTOPUHIa cobbiTnii n
npenoTBpaLleHns MHUMOEHTOB B PEXMME pearibHOro

BPEMEHM

SOAR (Security
Orchestration, Automation

and Response)

MpoayKTbl ANA OPKEeCTPOBKM cucteM 6e3onacHoCTn, TO
€CTb VX KOOpANHAUMM 1 ynpasneHnsa nmn. PelieHus
SOAR HyXHbl Ansa c6opa faHHbIX 0 COBbITMAX
6esonacHocTn, nx 06paboTkmn n aBTomMaTM3aunn

TUNOBbIX CLUeHapuneB pearmpoBaHnA

SPF (Sender Policy

Framework)

PacwunpeHne ona npoTokosia oTnpaBku 351IEKTPOHHOM

noytbl yepe3d SMTP

SSH (Secure Shell)

CeTeBoW NPOTOKOST, MO3BOMSOLWLNA NPON3BOAUTL
yOanéHHoe ynpasrieHne onepaunoHHON CUCTEMON U

TyHHenupoBaHune TCP-coeguMHeHWI.

SSL CepTtudumkaT, nogaepxmBatoLLnii CTapble anropuTtMbl C
N3BECTHLIMU YSI3BUMOCTSMI 6€30NacHOCTMW.
TLS CepTudukaT, MCNONb3YHOLLMA COBPEMEHHbIE




anropuTMbl LM POBAHUS

VPN (virtual private network)

TexHonornu, no3sonsaLme odbecneyntb 0OaHO Unn
HECKOSbKO CETEBbIX COEANHEHUIN NOBEPX YbeN-NMbo

Apyrouv ceTu.

WHOIS

CepBuC 4N NOMyYeHUs MHpopMaLun 0 permctpaumm
[IOMEHOB, Hanpuvep, AaTty permctpauum 1 Bo3pact
[IOMEHA, UNW y3HaTb KOHTAKTbI, MO KOTOPbIM MOXHO
CBSI3aTbCH C OpraHmnsaLmen Unmn YeroBeKoMm, Yen

JOMEH BacC 3anHTepecoBar

URL (Uniform Resource

Locator)

MexaHun3m, ncnonb3yembli bpaysepamu ans
nony4yeHus nboro onybnmkoBaHHOro Bo BcemmpHom

ceTu pecypca.

URI (Uniform Resource

Identifier)

MocnepoBaTenbHOCTb CUMBOJSIOB,

naeHTndnumpyowas abCcTpakTHbIN U PU3NYECKUI

pecypc

Darkweb

KOHTEHT BCEMUPHOM NayTUHbI, KOTOPbLIN CYLLECTBYET B
AapKHeTax: OBEPIENHbIX CETAX, KOTOPbIE UCMONb3YHOT
MHTepHeT, HO TpebylT cneunanbHOro NPorpamMmMHOro
obecneyveHns, KOHpUrypaummn nnm asTopmsaunm ona

goctyna

Exploit

KomnbloTepHasa nporpamma, pparMeHT nporpaMmmMHOro
Koda unu nocriegoBaTenbHOCTb KOMaHA,
ncnonb3yoLmne ya3sMMocTy B MPOrpaMmMHOM
obecnevyeHnn N NpUMeHaemMble AN NPOBEAEHUS aTaku

Ha BbIYUCITUTEJTbHYIO CUCTEMY.




1 OBLUME CBEAEHUA

1.1 AHHOTauuA

Hactoawmnm  OOKYMEHT  COAepXWUT  onucaHue  (PYHKUMOHAamNbHbIX  XapaKTepUCTUK
nporpammHoro obecneyeHnsa «F6 Attack Surface Management» (ganee — MO, Cucrtema, Attack

Surface Management, ASM).

1.2 Ha3HauyeHue NO

«F6 Attack Surface Management» (ASM) — 9TO KoOMMnekcHas WHMPOPMaLMOHHO-
aHanuTu4eckasl cuctema, npegHasHavyeHHas AN OLEeHKM NOBEPXHOCTUN aTakn (LMdpoBblE akTUBDI

B NyGnMYHOM JoCTyne) KoMnaHum 3akasuyvka 1 CBsI3aHHbIX C HEN TPEeTbUX CTOPOH.

Cuctema oGHapyXvBaeT akTvBbl B CBOOOAHOM [OCTyne, OLEHUBAET YPOBEHb YSI3BUMOCTU
TaAKMX aKTMBOB W PaHXUPYET MX MO YPOBHIO OMAacHOCTM, a Takke onosellaeT o6 akTmeax c
BbICOKMM YPOBHEM pUcKa ANs NpedoTBpalleHusl NoTeHunanbHon ataku. [ns kaxaon HakgeHHoN

ys3BMMocTn Cuctema npegnaraeT pekoMeHgauum no ncrnpaenieHunto.

1.3 ®yHKUMOHarNbHble Bo3MoxHocTu MO

MO obnagaet cneayrWUMN PYHKLMOHANBHBIMU BO3MOXHOCTSMU:

UaeHTndukaumsa aktTuBoB

— BuisiBnenue IP-agpecos (IPv4, IPv6), cBA3aHHbIX C akTUBaMy KOMMNaHUU;

— C6op AaHHbIX O pa3BepHyTOM 060pyAOBaHUM KOMMAHUW W COMOCTaBfiEHNE C
AaHHbIMK 06 yA3BUMOCTSX;

— BbisiBneHne aktoB ynoMmHaHMA akTMBOB KOMMaHMM Ha TEHEBbIX MNoLllafKkax ceTu
NHTepHeT;

— C6op gaHHbIX 13 dopM BBOAA TOMMHA M NApons, CBA3aHHbLIX C akTuBamMu 3akasuduka;

— C6op [aHHbIX, OTHOCAWMXCA K OnybriMkoBaHHbIM AOMEHaM, KOTOopble cogepxar

npeaHaMmepeHHble opdorpacmnyeckme HETOYHOCTM B JOMEHHOM MMEHMW.

MeHepauuna onoBeLweHUN
— ConoctaeneHne mHdopmaumm n3 obpasos BIMO ¢ gaHHbIMM 00 WHGPaCTpyKType
KOMnaHuMM M onoselwleHne B crniyvasx, ecnu BIMO wmeetr hann HacTtpoek, rae
3atparmBatotcsa |P-agpeca, gomMeHbl u gpyrme aktuBbl KOMmnaHuu, unm xe BI1O
Aenaet 3anpoc K aktmeam 3akasuuka.

— WHTterpauusa cuctemol onoselyeHnn yepes SIEM n SOAR.



Banungauua aktuBoB

— CkaHupoBaHue nogceTer KOMNaHuM Ana onpeaeneHnsa OTKPbITbIX NOPTOB, CNYX6 n
NCNosb3yeMblX BEO-NPUNOXEHNN.

— OTtobpakeHne NonHon MHPPACTPYKTYPbl KOMMNAHMM C TEXHUYECKOW OLIEHKOWN aKkTUBOB
N YPOBHS 3aLULLEHHOCTN NHPPACTPYKTYPbI B PEXMME pearnibHOro BpEMEHM!;

— OOGHapyxeHne 1 aHanuM3 ya3BUMOCTEW KOHpUrypaumm cepBuUCOB, MPUNOXEHUN,
NporpaMMHOro 1 annapaTHoro obecnevyeHns, B TOM Yncre nporpaMmmHbIX GubnmoTtek
B aKTMBaxX KOMMNaHWu;

— [lonck HeTOYHOCTEM B  KOH(pUrypauum akTMBOB  KOMMAHUKW, TakUX  Kak:
obwenoctynHole 6a3sbl AaHHbIX, (balinoBble XpaHUNULWA WKW CNUCKU OUPEKTOPUIA
CEepBUCOB;

— OOGHapyxeHne aktoB B3aumogenctems BI1O, npoaHanu3npoBaHHbIX B
00LWenoCTyNHbIX pelleHnax Tuna “necoyHuua”, a Takke npoaHanuM3vpOBaHHbIX B
nnatcopmax geToHaummu, ¢ akTuBamMmn KOMMNaHuu;

— [MpepoctaBneHne nHdopMauumn o NPUHaANEXHOCTN akTUBOB KOMNaHWUKN K 60T-ceTsM.

OTcnexmnBaHue U3MeHEeHUn

— [laccuBHOe ckaHMpoBaHWe npocTpaHcTBa IPv4 Ha npeameT BbISIBIIEHUSI aKTUBOB
NHPPACTPYKTYpbl KOMMAHWUM B pEXUME pearibHOro BpEMEHMW.

— OO6HapyxeHne HeTouyHocTen B KoHurypaumn DNSSEC, SPF n DMARC B aktuBax
KOMMaHWMW.

— BbisiBneHue Hanunumsa paboTtatowero BIMO B BbIsIBNEHHbBIX akTUBaX KOMMAHUN.

— OOGHapyxeHne M aHanna CaMOMOANMCaHHbIX CepTUUKATOB, aKTyalnbHbIX BEPCUN
SSL/TLS n anropytmoB WnpoBaHNSa B aKTUBaX.

— [pepocraBneHne akTyanbHOW MHopMaLnmn o cobbITUSX PULLIMHIA, 3aTparMBatoLLnX
NHPPaACTPYKTYpy KOMNAHWUN.

— BbisBneHue ncnonb3oBaHusi BpeAOHOCHOro koga Tnna JS-cHuddepbl Ha JoOMeHax m
CTpaHuLax BebcanToB KOMNaHUN.

— OTcnexvBaHne 3MeHeHUn 1 NOBTOPHbIE MPOBEPKN YPOBHS 3aLLUMULLEHHOCTU.
1.4 MNMporpamMmmHo-annaparHble cpeabl PyHKUMoHMpoBaHus MO

MO yHKUMOHUPYET B Cneayowmnx nporpaMMHo-annapaTHbIX cpegax:

— Internet Explorer Bepcun 8.0 1 Bbliwwe;
— Google Chrome Bepcum 4.0 n BbiLle;
— Mozilla Firefox Bepcun 3.5 u BblLLE;

— Apple Safari Bepcun 4.0 v BblILE;



Opera Bepcun 10.5 1 BblILE;

iOS Safari Bepcun 3.2 1 BbIWweE;

Opera Mobile Bepcun 11.0 n BbliLe;

Google Chrome for Android Bepcun 11.0 1 BblLwe;
Mozilla Firefox for Android Bepcun 26.0 u BbiLLE;
Internet Explorer Mobile Bepcun 10.0 u Bbliwwe;
Axpexc.bpaysep sepcun 20 1 BbiLe;

Microsoft Edge Bepcumn 105 n Bhiwe.



2 OBLWMUE NPUHUUNbBI PYHKUNWOHUPOBAHUA MO

O6wme npuHuunbl pyHKUMoHMpoBaHua MO:

HenpepbiBHOE CKaHUpOBaHUe

0O6wenocTynHble
NecoYHWLLbI

[aHHble o BMNO u3

cncTemsl F6 TI MecoyHuubl F6 Otcnexusanue BMO

DULINHT JNapkse6 DDoS-Tpekepbl Yanbl TOR

Bbasbl gaHHbIX

yA3BMMOCTEi OTKpBITbIE NPOKCKA Mpokeu BNO

IP-ckaHep F6 Passive DNS Passive SSL Beb-kpaynepbi

McTopuyeckue WcTopuueckue AkTusHOE CkaHnpoBaHMe OTKPbIThIX
paHHble WHOIS paHHble DNS CKaHupoBaHue NMOpPTOB U NyTei Ha canTax

BHeLLUHAA NOBEPXHOCTb aTakKu

AOMEHHBIE SSL/TLS- BAKET-

IP-APECA no

WUMEHA CEPTU®UKATDI XPAHUNWLLA
@
YA3IBUMOCTU 5E3g;E-|1ECka§CTb DNS 1 AOMEHbI BNo F6
Attack Surface
[APKBEE SSL/TLS MOYTOBAS Management

BE30MACHOCTb

Cuctema ocyLlecTBNSET HenpepbiBHOE CKaHMPOBAHWE OTKPbITbIX WMCTOYHWMKOB B CETU
NHTepHET ¢ NOMOLLBI0 pasnMyHbIX MHCTPYMEHTOB U BbISIBASIET LMAPOBbIE akTUBbLI KoMnaHuu. [MNpu
CkaHnpoBaHuM Cuctema mLeT:

— IP-agpeca, cBaA3aHHble C KOMNaHWen 3akasyuka;

— [aHHble 0 ceTeBOW MHMPACTPYKType 3akasuumka, ncnonbdyembix MO, xpaHunuwax un
T.N.;

— BpepgoHocHoe MO (BIMO), koTopoe obpaliaetcs K aktmBam KoMnaHum 3akasumka unm
NMeeT YNoMMHaHMe akTMBOB KOMMNAaHUN B KOHpUIypaunoHHbIX hannax;

— YNOMMHaHUS KOMMNaHWM B TEHEBbLIX cermeHTax cetn VHTepHeT (aapkBeb-gopymbl n
TOProBbl€ NIOWAAKN 311I0YMbILLNIEHHUKOB);

— Pecypcbl ¢ AOMEHHBIMW MMEHaMK, NMOXOXMMWU Ha AOMEHHbIE MMEHa KOMMaHUW, HO
nmerLmne npegHamepeHHble OWNBKN B HanMcaHum.

Ha ocHOBe nony4YeHHbIX NpPU CKaHMPOBaHMM AaHHbIX CuUCTeMa COCTaBnsieT BHELLHIOK
NMOBEPXHOCTb aTakn MHPaCTPyKTypbl 3akasumka, COCTOSLLYHO U3 Creaytowmx akTMBOB:

— |P-agpeca

— [doMeHHble MMeHa



— SSL/TLS-ceptucumkathl
— ®dannosble XxpaHunuuia, B T.4. 06nayvHble CEpPBUCHI

— Wcnonbayemoe MO, Bepcun ncnonsszyemoro MO

3atem Cuctema npou3BoAUT aHanM3 akTMBOB, OLEHMBAET WX YA3BUMOCTM MU
noTeHUManbHbIN PUCK, @ TaKKe paHXMpyeT N0 YPOBHIO ONACHOCTMW.

Cuctema npegnaraeT pekoMeHaaunm rno ycTpaHeHUo ya3BUMOCTEN AN1S KaXaoro akTmea C
npobnemon. B pesynbrtate aHanmsza Cucrema npucBamBaeT KaKAOMYy akTUBY creayroLimne
napameTpbi:

e TEKCTOBOE U rpacmyeckoe NpeBbIo;

e 00600LeHHasa oueHKa TeKylux npobrem, HapyweHuin, yrpo3 M akTMBOB, MpPOLLEeALINX
npoBepKy 6e3onacHoCTH;

e JeTanuanpoBaHHas MHgopmauusa 06 o6Hapy>KEHHOM aKTUBE;

e paeTanbHas MHopmauma o6 oGHapyXeHHbIX Npobrnemax, HapyLEeHUAX U yrpo3ax;

e peKoMeHAaLun Mo yCTpaHeHuto Npobnemsl;

Mocne o6GHapyXeHUs1 PUCKOB, CBSI3aHHbIX C BbISIBMEHHbIMW aKTMBaMu, B CUCTEMEe
reHepupyeTcsl 3anpoc k PaspaboTtumky Ha ycTpaHeHune 3Tux puckoB. MNepeoleHka 3aluiLLeHHOCTU

NH(PACTPYKTYPbl BHELLHMX aKTMBOB OCYLLIECTBISIETCH He pexe, Yem 1 pa3 B CyTKW.
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3 PEAJNIUM3ALUNA NO

MO «F6 Attack Surface Management» npepncraBnsieT M3 cebsi KOMMMEKCHYD CUCTEMY,
COCTOSAILLYD M3  Heckonbkmx mogynen. [1O peanu3oBaHO Ha cnegylowmx — A3blkax
nNporpaMmMmpoBaHunS:

— JavaScript
— Typescript (Bepcus 5.1).
— Python (Bepcusa 3.9)
— Golang (Bepcus 1.21)
Cunctema coCTOUT 13 CnefyoLwmx Mogynen:
— MOAynb naeHTUdUKaUmMm akTMBoB B ceTn NHTepHeT;
— MOAynb Banuaauuv aKkTUBOB;
— MOAYJb PYYHOW MPOBEPKN YA3BUMOCTEN;
— MOAynb akTyanusauum npobnem;
— MOAynb YBEOOMITEHUIA N OLLEHKM PUCKOB.
B pamkax nonb3oBaTenbckoro uHTepdenca BO3MOXHO BbIrpyXaTb OTYETHOCTbL 00

aKTyaJibHOM COCTOAHUN aKTUBOB.
3.1 Moaynb naeHtndunkaumm aktTueoB B ceTn UHTepHeT

Moaynb npegHasHavyeH AOns noucka LMA@POBbLIX aKTMBOB KOMMNaHUM B ceTu WMHTEepHeT.
Moaynb ucnonb3yetT WHdopmauuio 06 OCHOBHOM [OOMEHHOM WMEHM KOMMaHuuM Ans
noeHtTudmkaumm ceasaHHbiX IP-agpecoB, gomeHoB M nogaomeHoB, SSL/TLS-cepTudukaTos, a
Takke WCMONb3yemMoro mnporpaMMHoOro obecnedeHnsi, ob6nayHbiX CEepBMCOB U (hannoBbIX
XpaHUnumL,.

Kpome TOro, moaynb MO3BOMSieT BbISIBUTb TEHEBble aKTUBbl, KOTOpble Hanbonee
nogBepxeHbl pucky kmbepatak. [1O ocywecTBnder cnegywwue Buabl CKaHUPOBAHUSA
(oBHapyXeHnsa akTMBOB):

1. MNaccuBHoe o6GHapyxeHue. [lpy naccMBHOM OOHapyXXeHWM aHanuaupylTca Bce
BbiSIBNSEMblE  BHELLHE  XapaKTepUCTMKM  aKTMBOB  (3anyweHHoe nporpaMmMHoe
obecne4veHne, Bepcus, OTKPbITble NMOPTbI, POPMbI BXOA4a MOMb30BaTENEN B CUCTEMY W
apyras 6asoBasi MHopmaLms);

2. JNlornyeckoe o6HapyxeHue. B pamkax pgaHHOro Ttuna obHapyXeHust 00beguHAKTCS
pasHble UCTOYHMKM WHopmauun. Ha ocHoBe nomy4YeHHbIX AaHHbIX MOXHO caenaTb
NPeanonioXXeHns 0 BO3MOXHbIX YSI3BUMOCTSX, 3aTparMBalolmMX akTMBbl KOMnaHuu. Ecnu
BO BpeMsi CkaHupoBaHusi Cuctema obHapyxuna He Tonbko HasaHue 1O, HO mn ero

Bepcuto, onepatopbl Cuctembl MOryT CoOnocCTtaBuUTb 3Ty I/IHC*)OpMaLI,IMO CO CNUCKOM
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M3BECTHbIX yFI3BI/IMOCTeI7I N HanuTn Te, KOTOpPbIM noAgBep>XeH aKTuUB KOMMaHUW. B atom

cnyyae cuctema cosgact npobrnemy ¢ ypoBHEM OMACHOCTU, KOTOpbIN 3aBucut ot CVSS

YyA3BUMOCTW.

3. AkTMBHOE oGHapyxeHue. Npu akTMBHOM OBHapyXeHun (N0 YMOMYaHUIO BbIKITHOYEHO, HO

MOXEeT ObiTb BkNOYeHO [lonb3oBaTenemM) uWCNonb3yeTcss MnonesHas Harpyska Ans

CKaHMpoBaHuUA Ha npeagmMmeT Hallm4dnAa yFI3BMMOCTel7I. Ecnu B aktuBe 6y,D,eT 06Hapy>|<eHa

npobnema, MO yBegoMnt 06 3TOM B NOMb30BaTENBCKOM UHTEPJENCE.

3.2 Moaynb BanuaaumMm aKkTUBOB

MOﬂyJ'Ib npoBOANT TMPOBEPKA (TeCTbI) KaXXOoro akKktuBa pOngd onpeperieHna ypoBHA UX

OMNacHOCTU 1 JarnbHeLen OLEHKN YPOBHS pycka. TecTbl MPOBOAATCH B CNEAYOLWMNX KaTeropusix:

YAa3BMMOCTHU

CeTteBas 6e3o0nacHOCTb

BpenoHocHble nporpaMmbi
YnoMmunHaHus B fapkbese
BesonacHocTb SSL/TLS ceptudukaToB
MouToBas 6e3onacHOCTb

DNS n gomeHsbl

B pesynbTate TecTupoBaHWsi akTMBY MNpWCBaMBaeTCsl kaTeropusi nNpobnembl, CcTeneHb

(ypoBeHb) onacHoOCTH, onncaHme nNpobnembl 1 NPUYMHA BO3HMKHOBEHUS, @ Takke NoTeHumnanbHble

nocnegcteuss no matpuue MITRE ATT&CK. AKTMB MOXET MNosyuvTb Cregylowmnn ypoBeHb

OnacHOCTH:

KpuTnyeckasi onacHOCTb — KpuTuyeckas npobnema, Tpebytoiast CpodHbIX 4ENCTBUN;
Bbicokast onacHOCTb — Npo6nemMbl MOryT HaHECTU NOTEHUNanNbHO Cepbe3Hbln yulepb
N TpebylOT NOBLILLEHHOrO BHUMAHUS;

CpefHsis onacHOCTb - BeposiTHas npobrema, Tpedyowasn ganbHeNLWmnx ENCTBUN;
Huskas onacHOCTb — He3HaunTenbHas ownbka;

YcnewHasa npoBepka — npobnem He HangeHo.

3.3 Moaynb py4HOM NPOBEPKU YA3BUMOCTEN

Moaynb npefHasHayeH AN NPOBEAEHUS PYYHOM MPOBEPKM CO CTOPOHbI [lonb3oBaTend

HangeHHbix Cuctemonm npobnem. Py4yHas npoBepka Heobxoguma, 4Tobbl ybeauTbCs, 4TO

npo6nema OEeNCTBUTENBHO peleHa N akTtnuB HEe COOEPXKUT YA3IBUMOCTN.

MOLI,yJ'Ib co3gaeT KoMaHay Ana TepMuHalria nepcoHaribHOro KomnbkoTepa lNonb3oBarens,

afanTUpOBaHHYKD  ANS  Kaxgow  otaenbHonm  npobnembl.  KomaHga  oTtobpaxaetcsa B
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nonb3oBaTenbckoM nHTepdence MNO. O6paTuTe BHUMaHME, YTO KOMaHObl CO34alTCA TONbKO ANS
OC Ha 6ase Unix.

3.4 Moy b aKTya I3aIiy IpoGieM

Moaynb npeaHasHayYeH Ansa NOCTOSIHHOWM NPOBEPKM Yxke 0BbHapy»eHHbIX CUCTEMOWN aKTMBOB,
OTCNeXmnBaeT M3MEHEHMs B LMEPPOBOM OTNevatke W NPOBOAUT MNEPEOLIEHKY 3aLLMLLEHHOCTM
BHELLHEN NOBEPXHOCTU aTakn. Moaynb eXxeQHEeBHO OTCIeXuMBaeT U3MEHEHUS W akTyanuaupyet
MHpopmauunio 0 kaxxaom aktmee. [NMpyu 0OHapyXeHUM Kakmx-nmbo namMeHeHuin mopynb nepenaer
AaHHble B Cuctemy ons ganbHenwen obpabotkn. Ecnn npobnema, cBa3aHHas ¢ akTMBOM, Gbina
yCTpaHeHa, TO Mpu criegyollen nNpoBepke Moaynb akTyanusaumm npucBouT npobrieme HOBbIN

ctatyc — PelleHHbIN.
3.5 Moaynb yBeAOMIIeHUN U OLIEHKN PUCKOB

Moaynb onosewiaeTt [lMonb3oBaTtenen o BbiSBEHHbIX COObITUAX kKubepbesonacHocTu, B
KOTOpbIX ObINM yNnoMsiHyTbl akTuBbl koMnaHuu. Cuctema uHTerpupoBaHa ¢ 10 «F6 Threat
Intelligence».

HaHHble n3 MO «F6 Threat Intelligence» no3sonsAwT oboratnTb KOHTEKCTOM [AaHHblE
Cucrtembl 06 akTMBax U CBA3a@HHbIX C HAMW BO3MOXHbIX Yrpo3ax 1 ysi3BUMOCTSIX. 104 KOHTEKCTOM
nogpasymeBatotcsa gaHHble 06 IP-agpecax, AOMeHHbIX nmeHax, SSL/TLS-cepTudgukaTtax, baker-
XpaHunumwax n nybnmyHo JOCTYyNnHOM NporpaMmMHOM obecrneyeHum.

[loNoNHEHHbIE  KOHTEKCTOM  JaHHble  ucnonb3ytTca CuctemMonm Onss  OUEHKM ¢

npUopnTN3aunn pUCKOB.
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