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TEPMWHbI U COKPALLEEHUA

TepmuH OnucaHne
BMNo BpenoHocHoe nporpammHoe obecneveHne
3akasuuk JInuyo, KoTOpOE MCNoNb3yeT Ha 3aKOHHbIX OCHOBaHusx O
Ha OCHOBaHMM 3aKNYEHHOro JOoroBopa
Wcnonuutens PaboTbl Wcnonuutena  Ha  NpPOTSHKEHUM  BCErO
XM3HEHHOrO LMKa MOryT UCMONHATBLCA:
e AO «BYOAYUWEEY;
e KomnaHuen-mHTerpaTtopom, no Boibopy 3akasumnka
no MporpammHoe  obecneveHne «F6  Attack  Surface
Management»
PaspaboTtumk AO «bYOYLWEE»
C3U Cuctemsbl 3aWmnTbl UHOPMaLUK
CKpuHLWOT N3ob6paxeHne, «CHUMOK» 3kpaHa [1K wnnu mobunbHoro

yCTpOiCTBa, Ha KOTOPOM 3arneyaTneHo COAepXuMoe

9KpaHa ycTpoucTsa

API (Application
Programming Interface)

Onucanne cnocoboB B3aUMOOencTBmA ogHoMn

KOMMbIOTEPHOW NpOrpaMmbl ¢ ApYruMmm

DoS/DDoS (Denial of
Service)

Xakepckaa aTaka C Lefiblo JOBEeCTU aTakyeMbll pecypc

[0 COCTOSIHNA «OTKa3 B 06CnyXnsaHmm»

DMARC (Domain-based
Message Authentication,
Reporting and

Conformance)

TexHuyeckaa cneuyuduvkauus, cosgaHHas  rpynnown

Opl'aHI/ISGLI,VIVI, npeagHa3Ha4YeHHasA and CHNXEHUA

konuyectsa ClMNAMa 1 OULLIMHIOBLIX 3NIEKTPOHHbIX NNUCEM

DNS (Domain Name

Service)

KomnbioTepHass ~ pacnpegeneHHas  cuctema  ans

nonyyeHust MHcpopmaumm o JoMeHax

DNSSEC (Domain Name

Habop pacwmpenun npotokona DNS




System Security

Extensions)

SaaS (Software as a

Service)

Mogenb obcnyxuBaHusa, nNpu KOTOPOW MporpamMmMHoe

obecneyveHne pasmeLLeHo B 06r1a4yHon MHPaACTPyKType

SIEM (Security Information

and Event Management)

Cucrtema ynpasrneHus NHOPMaLIMOHHON

©6e30nacHOCTbIO U CODbLITUAMKU Be3onacHOCTH

SOAR (Security
Orchestration, Automation

and Response)

Knacc nporpaMMHbIX NpoayKTOB, NpeAHa3HayYeHHbIX Ans
o0beaAnHEeHU OpYrMX 3alUUTHbIX PEeLleHUMn B eduHYHo

cuctemy

SPF (Sender Policy

Framework)

CrangapTHbin cnoco® ayTeHTMdMKauMm 3MnEKTPOHHOMN

Nno4Thbl

SSL (Secure Sockets
Layer)

KpunTtorpaduyecknin npoToKos, KOTopbi obecnevnBaet

B6onee 6e3onacHyto cBA3b

TLS (Transport Layer
Security)

Kpuntorpaduyeckne npoTokonbl, obecneymsaroime
3alMULEHHYIO Nepefady AaHHbIX Mexay y3namum B ceTu

WHTepHeT

WHOIS

CepBVIC anda nonydeHud I/IHC*)OpMaLl,I/II/I O perncrpaunm

AOOMEeHOB, HarnpuMmep, party perncrpaunm m BO3pacT

AOMEHa, WM Yy3HaTb KOHTaKTbl, MO KOTOPbIM MOXHO
CBA3aTbCsA C OpraHu3aumen unm 4ernoBekoM, Yyern OOMEH

BacC 3anHTepecoBarn




1 OBLUME CBEOEHUA

1.1 BBepeHue

Hactosiwun [OOKYMEHT OnucbiBaeT MPOLECCbl MNOAOEPXKaHUS  KU3HEHHOro  LuMKna
nporpammHoro obecneverus «F6 Attack Surface Management» (manee — MO, Cuctema, Attack
Surface Management, ASM). MNogaepxaHue xusHeHHoro uukna MO ocywecTBnaeTcs 3a CYeT ero
COMpOBOXOEHUA B TeYeHMe BCEero nepuopa aKcnnyaTauum n COBepLIEHCTBOBaHUSA (NpoBeAeHMs

0oOHOBMEHNI) cornacHo cobcTBeHHOMY nnaHy pa3paboTkm 1 no 3asskam Nonb3oBaTenen.

1.2 HasHaudeHue MO

«F6 Attack Surface Management» (ASM) — 9aTO KoMMnekcHas WH(OPMaLNOHHO-
aHanuTu4eckasa cuctema, npegHasHadeHHas ans OUEeHKM NOBEPXHOCTU aTaku (LMdpoBblE aKTUBbI
B NyGnn4HOM OOCTyne) KoMnaHum 3akasyumnka u CBA3aHHbIX C HEN TPETbUX CTOPOH.

Cuctema obHapyxuBaeT akTuBbl B CBOOOAHOM LOCTYNe, OLEHUBAET YPOBEHb YSI3BUMOCTU
TakMx akTUBOB W paHXMpyeT MX MO YPOBHK OMACHOCTW, a Takke onosewaet ob aktmBax C
BbICOKMM YPOBHEM puUCKa ANS NpefoTBpalleHns noTeHumanbHon ataku. [Ans kaxanon HangeHHon

yassmmocTn Cuctema npegnaraet pekoMmeHaauum rno McnpaBneHuto.
1.3 ®PyHKUMoHanbHble Bo3MoXHocTu MO

MO obnagaeT crneayWUMN PYHKLMOHANBHBIMU BO3MOXHOCTSAMU:

NaeHTdUKauma akTMBOB

— BuisiBnenue IP-agpecos (IPv4, IPv6), cBA3aHHbIX C akTUBaMn KOMMNaHWK;

— C6op p[aHHbIX O pa3BepHyTOM 060pyAOBaHUM KOMMAHUW W COMOCTaBrfIEHWE C
AaHHbIMK 06 yA3BUMOCTSX;

— BbigBneHne ¢akTtoB YNOMMWHAHUS aKTUBOB KOMMaHWW Ha TEHEBbIX MNIioLagkax ceTu
NHTepHeT;

— C6op [aHHbIX, OTHOCAWMXCA K OnybriMkoBaHHbIM AOMEHaM, KOTopble cogepxat

npeaHamepeHHble opdorpadpunyeckme HeTOYHOCTU B AOMEHHOM UMEHM.
MeHepauunsa onoBeLweHUN

— ConoctaBneHne mHgopmMaumm n3 obpasos Bl1O ¢ gaHHbIMM 06 MHpaACTpyKType
KOMnaHuMM n onoselleHne B crniydasx, ecnu BIMNO wmeer hann HacTtpoek, rae
3atparmBatotca |IP-agpeca, gomMeHbl U gpyrme akTtuebl KOMmnaHuu, unm xe BI1O

AenaeT 3anpoc K aktneam 3akasyuka.



— WHTerpaumsa cuctemnbl onoselleHnn yepes SIEM n SOAR.
Banupauus aktuBoB

— CkaHupoBaHue nogceTer KOMNaHuM Ana onpeaeneHnsa OTKPbITbIX NOPTOB, CNYX6 n
NCNoSb3yeMblX BEO-NPUMNOXEHNN.

— OTtobpakeHne NONHON MHAPPACTPYKTYPbl KOMNAHUN C TEXHUYECKON OLIEHKOW aKTUBOB
N YPOBHS 3aLUMLLIEHHOCTUN MHAPACTPYKTYPbl B peXnMe peanbHOro BpEMEHMU;

— OOGHapyxeHne W aHanuM3 yaA3BUMOCTEN KOHpUrypaumn cepBuUCOB, MNPUNOXKEHUN,
NporpaMMHOro 1 annapaTtHoro obecneveHns, B TOM 4Ynicre nporpaMmmHbIX 6GubnmoTtek
B aKTMBaX KOMMNaHWu;

— [louck HeTo4HOCTEM B  KOHUrypauuum akTUBOB  KOMMaHUM, TaKkuxX  Kak:
obuwenoctynHole 6a3sbl OaHHbIX, (PaninoBble XpaHUnULWAa WU CNUCKU OUPEKTOpPUK
CEepBUCOB;

— OG6HapyxeHne (paktoB B3aumopgencteuss  BIMO, npoaHanu3mMpoBaHHbIX B
0o0LLeOCTYNHbIX pelleHnax Tuna “necovHuua”, a Takke npoaHanmM3npoBaHHbLIX B
nnatopmax geToHauumn, ¢ akTuBamMmn KOMMNaHuu;

— [MpepoctaBneHne nHopMauun o NPUHaANEXHOCTN akTUBOB KOMNaHMKN K 6OT-CceTSM.
OTcnexusaHne N3MeHeHUN

— [laccuBHoOe ckaHMpoBaHWe npocTpaHcTBa IPv4 Ha npeameT BbISIBIEHUSI aKTUBOB
NMHPPACTPYKTYpPbl KOMMNAHMUM B PEXUME pearibHOro BPEMEHM.

— OG6HapyxeHne HeTouHocTen B KoHurypaumn DNSSEC, SPF n DMARC B aktuBax
KOMMaHWMW.

— BbisBnenune Hanuums padotatowero BIMO B BbIABNEHHbBIX akTMBaX KOMMNaHWUN.

— OO6HapyxeHne M aHanna CaMOMOANMMCaHHbIX CepTUUKATOB, aKTyalbHbIX BEPCUN
SSL/TLS n anropytmoB WnpoBaHNS B aKTUBaX.

— [pepocraBneHne akTyanbHOM MHOpMaLnmn o cobbITUSX PULLIMHIA, 3aTparMBatoLLnX
NHPPACTPYKTYpPY KOMNAHWUN.

— BbisBneHue ncnonb3oBaHusi BpeAOHOCHOro koga Tnna JS-cHuddepbl Ha JoOMeHax m
CTpaHuLax BebcanToB KOMNaHUN.

— OTcnexvBaHme N3MeHeHUN 1 NOBTOPHbIE NMPOBEPKN YPOBHS 3aLLUMULLEHHOCTH.



2 NMPOLECC PA3PABOTKU NO

Mpouecc paspabotku MO BkovaeT B cebs:

— C6op v aHanu3 TpeboBaHui k paspaboTke IMO;

— [poektnpoaHune apxutektypsl 0O;

— Paspabortka NO B koag;

— [poBeneHune TectupoaHus MO nepen akcnnyatauunen;
— 3anyck B npoMbiwneHHy0 akcnnyatauuto M0O;

— [pombiwneHHas akcnnyaTaums MO;

— ConpoBoxaeHue MMO.
21 COop v aHanu3 TpeboBaHum K paspadoTke MO

Ha oatane cbopa wu aHanusa TpeboBaHun [10 onpegenstoTcs TpeboBaHUSA Bcex

3aMHTepecoBaHHbIX CTOPOH, BKITtoYasa pyHKUMOHaNbHbIE N HeOYHKLMOHaNbHblEe TpeboBaHus.
OcHoBHble aTanbl cbopa n aHanmnsa TpeboBaHum k paspaboTke MO:

— OnpegeneHne OCHOBHbIX 3a4ay U Lernewn, KoTopble A0MKeH pewmnTb NnpoekT M0;

— OnpegeneHne KNHOYEBbLIX 3aMHTEPECOBAHHbIX CTOPOH (3aKasyuku, nonb3oBaTenu,
pa3paboTyunku, 4pyron nepcoHan);

— C6op TpeboBaHui k M0O;

— AHanus TpeboBaHum, X yTOYHEHUe, NepecMoTp Ha TOYHOCTb U peanu3yemMocCTb;

— OueHKa pUCKoB;

— CosgaHue nnaHa u rpaduka peanusaumm NpoekTa;

— [JHokymeHTupoBaHue TpeboBaHU N NPOEKTHbLIX NaHOB;

— CornacoBaHue un yTeepxxgeHue TpeboBaHun.
2.2 lpoekTupoBaHue apxuTekTypbl MO

MpoektnpoBaHne apxutektypbl 1O — 3TO npouecc onpeneneHns oOLLENn CTPYKTYpbl
CUCTEMbI, €e KOMMOHEHTOB 1 MoAyIen, a Takke B3anMOAENCTBUS MeXay KOMMOHEHTaMU CUCTEMBI

Ha OCHOBE BblpaboTaHHbIX TpeboBaHUN.
lMpoekTnpoBaHMe apxXMTEKTYpPbl BKMOYaeT B cebs crneayoLlme aTansb:

— OnpepeneHve apxUTEKTYPHOro CTUNS;

- Onpe,u,eneHme OCHOBHbIX Mo,u,yneﬁ N KOMMOHEHTOB CUCTEMbI, UX B3aUMOLENCTBUE;



— Bbibop TexHonormn (A3blkM NporpaMMmpoBaHusl, 06asbl OaHHbIX U T.4.) W
WHCTPYMEHTOB Ansa paspaboTtku M0O;

— [oKkymMeHTMpOoBaHUEe apXUTEKTYPbl CUCTEMBI.
2.3 Paspab6ortka 1O B Koae

Ha aTtane paspaboTtku 1O B Koge OCyLLeCTBRSIETCA peanu3aums MPOEKTHbIX peLleHun C

MOMOLLIbIO BblIBPaHHbBIX TEXHOMOMMIN N UHCTPYMEHTOB.
PaspaboTka MO Bknto4aeT B cebs cneayrowme aTansbl:

— Hanucanue ucxogHoro koga O ¢ ucnonb3oBaHWEM BblGpPaHHbBIX TEXHOMOrMnN U
WHCTPYMEHTOB;

— [lpoBepka koga Ha Hann4ume oWMBOK N HECOOTBETCTBUN;

— [lpoBegeHne MHTErpaUMoOHHOro TECTMPOBAHWS;

— Ortnagaka koga (McnpaeneHne o6HapyKeHHbIX OLWNBOoK);

— [llpoBepka koga nOns ynydweHus kadectsa [10, ero npousBOOUTESNILHOCTU W
BesonacHocTy;

— WHTterpaumsa uvacten koga u mogynem MO B eguHyto cuctemy, npoBepka WX
COBMECTUMOCTMU;

— [Mopgrotoeka k TectupoBaHuio MO nepeq akcnnyaTaumen.
2.4 TposepeHue TectupoBaHusa NO nepen akcnnyartaumen

Tectnposanne IO nepen okcnnyataunwen — 3TO  oOueHka kadectBa [10, ero
bYHKLUMOHANBHOCTN, NPOM3BOAUTENBHOCTN 1 BGe3onacHoCTU. Lienb TecTupoBaHusa 3aknoyaeTcs B
noateepxaeHun Toro, 4to 1O ypoBneTBOpSET YCTAHOBMEHHbIM TpebOBaHWSM U KOPPEKTHO

paboTaeT B pa3NnYHbIX YCIOBUSIX.
TecTupoBaHue BknoYaeT B cebs criegyroLLme aTanbl:

— Onpepgenexve 3agad TECTUPOBAHUS;

— HanncaHue nporpammbl py4HOro TECTUPOBAHMS;

— [MpoBeneHne py4yHOro TeCTUPOBaHNS PYHKLMOHANBHOCTY;

— OTyeT 0 NPOBEAEHHOM TECTUPOBaAHUN;

— BHeceHne KoppeKkTMpoBOK B paboTy yHKLMOHANbHOCTM Mocne npoBeaeHHOro

TECTUPOBAHUA.

2.5 3anyck B NpoMbILWIeHHY0 akcnnyaTtaumto MO



3aI'IyCK B MPOMBbILUIIEHHYIO 3KcnnyaTtauuilo — 3TO Nnpouecc noarotoBKM OKPYXeHua Ons
pa3BepTbiBaHNA MO Ha uenesomn cpege 3akasuuka. 3anyC|< B NPOMBbILLUNEHHYO 3KCrJiyaTauuto

ocylecTBnseTcsa cunamm McnonHurensi.
3anyck B NpOMbILLIIEHHYIO 3KCMyaTaumio BKIOYaeT creayowmne atanbi:

— [Mepepava peksuantos n goctyna k l0O;
— KoHTponb nonyyaembix gaHHbIX, OWMOOK 1 np.;
— HacTporka cMctemM MOHUTOPUHra U aHanusa;

— [MepBuyHbIA COOP AaHHBIX U HAACTPOKKA.
2.6 [NpombiwneHHasa aKcnnyaTaums

MpoMmbilneHHas akcnnyaTauus (oanee — akcnnyaTauusi) — 3TO 3Tamn KM3HEHHOro LMKNa,

korga yctaHoBneHHoe MO ucnonb3yeTcst B pearbHbiX paboynx ycrnoBusix Ha NOCTOSIHHOW OCHOBE.

[MpombiwneHHasa aKcnnyaTtaums BknodaeT B cebs cnegyrowme atanbi:
— O6paboTka BbIIBNSEMbIX COObITUI U NpeaocTaBneHne obpaTtHOM CBA3N;
— KoHTponb pabotocnocobHocTn MNMO;

— [JopaboTka MO n obHOoBMNEHNME.
2.7 ConpoBoxgeHue NO

B TeueHune Bcero nepmoga akcnnyaTtaumm MO 3akasunky npeaocTtaBnsieTcsl ConpoBOXaeHNe

MO, B pamKax KOTOPOro okasblBalTCS CreayoLwmne yCnyru:

— TexHuueckasn nogaepxka Nonb3oBaTtenen;

— PelweHne MHUMAEHTOB (SKCTPEHHbIX HEMCMPaBHOCTEN), BO3HMKAKOLWINX B npouecce
akcnnyatauum MNO;

— YcTtpaHeHue cboeB 1 owmnbok, BbiBNeHHbIX B 10;

— CoseplueHcTBoBaHue l10;

— MoHuTopuHr nponssoantensHoct MO;

— OnTumunsaums acpgekTnsHocTn padotol M10O;

— [Mopoepxka akTyanbHOM TEXHUYECKOW gokymeHTauun no MNo;

— YBegomneHune 06 obHoBMNEHUsIX U n3ameHeHusx MNo;

— O6y4eHne HOBbIX NONb30BaTENEN.



3 COBEPLUEHCTBOBAHMUE MO

MO Ha NOCTOsIHHOW OCHOBE MOABEPraeTcs Pa3BUTUIO U YIYYLLEHMIO B paMKax NPOLIECCOB:

— pas3sutua n gobaBneHnst HOBbIX (PYHKLMOHANbHbBIX BO3MOXHOCTEN, MO3BONSAOLLNX
pacwmputb obnactn npumeHexus MO;

— onTummsaumu paboTbl mMoaynem Mno, obecneymBatoLLen MnoBbILLEHNE
NpoOn3BOANTENBHOCTU, CKOPOCTN 06PaboTKM AaHHbIX U OTKAa30yCTOMYMBOCTY;

— 06HOBNEHMA NONb30BATENBLCKOrO MHTEPdENCa.

CoBeplweHcTBoBaHne [10 npoucxoauT 3a cyeT npoBedeHns moaepHusaumn 1O B
COOTBETCTBUM C COOCTBEHHbLIM MfIAaHOM A0paboToK, a TakkKe C Yy4eTOM 3asdBOK KIIMEHTOB MO

BOMpPOCaM UCMbITaHWI YCTAHOBKWN W 3KCNyaTaumm, NonyyYeHHbIX Yepes pasaen «Moaaepxka.
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4 YCTPAHEHUE HEUCMPABHOCTEMW NO

HeucnpaBHOCTK, KOTOpPbIE ObINKW BbISIBIIEHLI B X04€ MOSHOLEeHHOW akcnnyaTtaumm MO, moryT

ObITb UCMpaBneHbl crieayowmmm cnocobamu:
1. MaccoBoe ob6HoBneHne komnoHeHToB [10;

2. EpuHnyHas paboTta TexHMyeckoro cneyuanucTa no 3anpocy None3osatens.

B cnyyae BO3HMKHOBEHMSI HEUCNPAaBHOCTWU KIMEHT HarnpaBndeT 3asiBKy 4epe3 pasgen
«lMopaepxka» ¢ nogpobHbIM onMcaHMeM BocnpoussBedeHHon npobnembl (Bepcua MO, onucaxne
KOHUrypaumm, Bepcus NpUNoXKeHNsa KNueHTa, NpUKpenneHHble CKPUHLLIOTHI). 3aTeM TeXHUYECKUN

cneunanucT NpoBOAUT crieaytolme 0enNcTBusS:

— TMOATBEPXAAaeT Hanuyne HeMcrnpaBHOCTU B COOTBETCTBUM C onvcaHnem npobnembl
oT 3aka34uka;
— TecTupyeT HeucnpaBHOCTb B byHKUMOHane 1O n co3gaeTt oTyeT No pesynbratam
TECTUPOBaHNS;
— buKempyeT 3agadvy Ha ucnpasneHme npobnembl B TEKYLINA UK BRvKanwnn penna
obHoBneHus MO unM KOHCYNbTUPYET KIMEHTa MO KOPPEKTHOCTU BbIMNOMHSAEMbIX
JencTBuUn.
3agaym no ycTtpaHeHuo HeucnpaBHocTen B dpyHkumoHane MO ocywiecTBnsawTCa cunamm
Paspabotumka. B coOTBETCTBMM C BHYTPEHHMM MMaHOM Bbixoga OOHOBMEHMM NOACUCTEMBI
npenocTaBnseTcs CnpasBeHHbI MexaHnam padoTbl 0.
[Mpoueccbl MO yCTpaHEHUI HEeuCrnpaBHOCTEN NPOTEKalT HenpepbiBHO, ©6e3 OCTaHOBKM

dyHKUMoHUpoBaHua MO.

4.1 YcTtpaHeHue 3KCTpeHHbIX HencnpasHocteu MO

B aKkcTpeHHOM cny4yae, Kkorga owwvbka npensaTcTBYeT MNOSIHOLEHHOMY MCMONb30BaHU0
dyHkumoHana MO, rpynna pa3paboTyMKOB FOTOBUT BHEMMAHOBLIA BbIXO4 OOGHOBMEHMSI WIK
npenocTaBnsieT ucnpasneHHyto sepcuto MO.

Mpy BO3HWKHOBEHMU 3KCTPEHHbIX HeucrnpaBHOCTEN 3akas3ynk OTnpaBnseT 3anpoc Yepes

pasaen «Nogaepxka» NMG0 Ha ANEKTPOHHBIN AWK info@f6.ru co cneayrLWMMN AaHHBIMM:

1. YeTko cchopmynupoBaHHas Tema obpalleHus;
2. TlowaroBoe onncaHne BOCNpPOn3BeAEeHNS OLUNOKY;

3. CKpUHLLOTbI, AEMOHCTPUPYIOLLME HANUYNE HaMOEHHOW OLLUNGKN.
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5 TEXHUYECKASA NOOAOEPXKA

TexHn4eckas nogaepixKka MNonb3oBaTtenen OCyLleCTBNAeTCA B COOTBETCTBUMN C YCIIOBUAMMU

KOHTpaKTa criegyowmumm cnocobamu:

— N0 9NneKTpoHHON noyte: info@f6.ru;
— 1o HoMepy TenedoHa: +7 495 984-33-64;
— Yepe3 cos3gaHue  3anpoca Bo  Bkrnagke  «[loggepxka»  No  CCblke

https://asm.f6.security/service-desk.
B pamkax TexHuyeckon noaaepxku MNonb3oBatenen okasbiBaoTCA CrieayoLme yenyru:

— KOHCynbTauus No hakTU4eCKoMy Harmyuio NMeroLerocs (pyHKLuMoHana B CUCTEME;
— MNOMOLLb B HAacTpownke n nuterpaumm NO;

— nomouwb B akcnnyartauum MNO;

— peLUeHne TEXHNYECKNX Npobnem;

— MOSICHEHME NPUHUMNOB paboTbl MMetoLwmxcs mexaHnamos MO;

— MNOWUCK, TECTUPOBAHNE N PUKCUPOBAHNE HANOEHHbIX OLINOOK;

— npenocTaBneHne akTyanbHOM [AOKyMEHTauuu MO HacTPOMKe, 3Kchnyatauum u

pa6ote [MO.

Bpemsi paboTbl TexHU4eckon noggepXku: ¢ noHedenbHuka no nsatHuudy ¢ 9:00 go 18:00
UTC+3.

dakTnyecknn agpec pasmelleHus cnyxbol nopgepxkn 1O  «F6 Attack Surface

Management»: 115088, r. Mocksa, yn. LLlapukonoawwmnHukosckas 4.1
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6 MHO®OPMALNA O NEPCOHAIE

6.1

MNepcoHan, ob6ecneuuBarowwmm pabory MO Ha pabounmx mecTax

nonb3oBarteneu

K oakcnnyataumm [1O pgonyckaioTcsa nuua, O3HAKOMMBLUMECHA C  AOKYMEHTaumem no

akcnnyaTaumm MO B pasgene «MNoMollb» Nonb3oBaTenbckoro nHTepdeiica Mo.

K akcnnyatauum MO npuBnekaeTca WTaTHbIM NepcoHan 3akasyuka, MMerLWwmnin creaytoume

HaBbIKW.

6.2

HaBblkh paboTbl C NepcoHarnbHbIM KOMMbLIOTEPOM Ha YpPOBHE  OMbITHOMO
nonb3oBaTens;

onbIT paboTbl C AMEKTPOHHBIMU AOKYMEHTaMU;

OnbIT UCMoNb3oBaHNst web-6pay3epos;

3HaHNA B COOTBETCTBYOLLEN NpeaMEeTHOM obnacTtu.

MepcoHan, obecneuymBaroLLmn TEXHUYECKYHO noaaepxKy,

aHanuTUYecKyro nopaepxky wu wmogepHusaumio [0 «F6 Attack Surface

Management»

CneuunanucTbl, obecneuymBaloine TEXHUYECKYIO U aHaNUTUYECKYI0 MOOAEPXKKY U pas3BUTUE

MO, gomkHbl 06nagaThb cneagyowmMn 3HaAHUAMNU N HaBblKaM:

3HaHue (pyHKUMOHanbHbIX BO3MoXxHocTen [10O;

3HaHue ocobeHHocTen paboTbl ¢ INO;

3HaHME $A3bLIKOB MPOrpamMMMpPOBaHNA, UCXOAA W3 AOOIMKHOCTHbIX 00s13aHHOCTEN:
Python, GO, JavaScript, TypeScript;

3HaHMe PpPEnSAUMOHHbIX W He pensauuoHHbiXx B, wncxogs w3 AOMKHOCTHBIX
obs3aHHocTen: Cassandra, MySQL, Elasticsearch;

3HaHne cpencTtB MOHUTOPUHIA NPON3BOAUTENIBHOCT CepBEpPOB.

JdonxHocTb KomneteHuuu BbinonHaemble paboTbl KonuyectBO
cneyuanucToB
Frontend JavaScript, React, TexHnyeckas noaaepxka; 1
pa3paboTumnk TypeScript AHanuTnyeckoe ConpoBoOXaeHNE;
PaspaboTka n
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coBepuleHcTBoBaHue [10.

Backend Python, Go, TexHuyeckas noaaepxka;

pa3paboTymk Kubernetes, AHannTU4Yeckoe ConpoBOXOEHMNE;
Cassandra, PaspaboTka "
Elasticsearch, coBepLueHcTBoBaHue [M0.
MySQL

DevOps Kubernetes, TexHnyeckas noaaepxka;

NHXeHep FluxCD, Docker, AHanuTnyeckoe conpoBOXAEHMUE;
GitLab CI\CD, CoBepLueHcTBoBaHue [M0O.
Elasticsearch,
Cassandra

TexHnyeckue PaspaboTka TexHnyeckas noaaepxka;

nucaTtenu AOKyMeHTauum AHanMTM4ecKoe CONpPOBOXOEHMUE;

CoseplueHcToBaHue 0.
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7 AHOOPMALUA O PAKTUHECKUX AOPECAX

dakTuyeckMm apgpec pasmeweHusa paspabotumkoB IO «F6 Attack Surface

Management»

115088, r. Mocksa, yn. lWapukonogLwmnHukosckas, 4. 1

dakTUyecKMn appec pasmeleHusa cnyxobl nopaepxkum MO «F6 Attack Surface

Management»
115088, r. Mocksa, yn. LWapukonogwmnHukosckas, 4. 1
KoHTaKkTbl cnyX0bl noaaepXxku:
e OnekTpoHHas noyta: info@f6.ru

e TenedoH: +7 495 984-33-64

MHdopmaumsa o chakTuueckom agpece pasmeLwieHUs NHGPaCTPYKTypbl paspaboTku MO

«F6 Attack Surface Management»

MO «F6 Attack Surface Management» nocTtaBnserca B Buge obnadHoro cepsuca u

pasmellaeTcs Ha yaaneHHblx cepeepax komnaHun AO «CenekTen» no agpecy:

188683, JleHunHrpagckaa obnactb, BceBonoxckun panod, r.n. [ybpoeka, yn. CoeTckas,

aom 1, nutepa b.
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